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Abstract

The relevance of the topic is due to the multidimensionality, relativity, conceptual multiplicity and social and
practical significance of the problem of ensuring the human right to privacy in the context of modern social
reality. The purpose of the article is to examine the phenomenon of privacy and the socio-cultural conditions
for the realisation of the human right to it from a philosophical perspective. Methods used: the dialectical
method (for comprehensive knowledge of the nature and genesis of the right to privacy), systemic and
structural-functional approaches (for studying the contradictory information impact on a person of complex
technical systems), analytical and synthetic method, as well as methods of comparison and analogy (for
comparing practical models of the impact of the latest information technologies on the ways of ensuring the
human right to privacy). The authors show that the modern socio-cultural reality demonstrates the dichotomy
of what is proper and what is in solving the problem of security of the private status of an individual and the
human right to privacy. The loss of privacy, which is a trend in modern social life, indicates the ever-increasing
risks of alienation of privacy in social reality. The author emphasises that modern technologies can completely
violate the human right to privacy, penetrate special places and certain aspects of private life and change the
locus of privacy. It is substantiated that modern information and digital technologies, having an ambivalent
impact on the freedom and security of personal existence, radically narrow the boundaries of the right to
privacy, thereby problematising the structures of human self-identity and generating insecurity of personal
life, and the prospects for research in this area are emphasised.
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AHoTanisa

AxmyaneHicms memu 3yMO8LeHA 6A2amo8UMIPHICIIO, DEISMUSHICINIO, KOHYENMYAIbHOK MHONCUHHICIIO |
COYIANbHO-NPAKMUYHOIO 3HAYYWICMIO Npodiemu 3a0e3neyents npasa JoOUHU HA NPUBAMHICHbL 8 YMOBAX
cyuacHoi coyianvHoi peanvHocmi. Mema cmammi — posenswymu 3 Qinocogpcvkux nosuyiu Gernomer
NpUBAMHOCMI Ma COYIOKYIbMYPHI YMOS8U peanisayii npaea nwOUHU Ha Hei. 3acmocosani memoou:
oianexmuynull Memoo (015 6ceOiUHOCMI NIZHAHH NPUPOOU MA 2eHe3UCY NPABA HA NPUBATNHICIY), CUCEMHUIL
i cmpyKkmypHO-QYHKYIOHATbHUU NIOX00U (07151 OOCHIONCEHHS CYNEePeyunu80Cmi IHEPOPMAYIUHUX GNIUBIE HA
JHOOUHY CKIAOHUX MEXHIYHUX CUCMEM), AHANIMUKO-CUHMEMUYHULL MeMO0, d MAKOIC MemOoOU NOPIGHAHHS 1
ananozii (0151 NOPIBHAHHA NPAKMUYHUX MOOeaell GNIUBY HOGIMHIX THHOPMAYIUHUX MEXHOA02I HA CnoCcodU
3abe3neuenHs npaea nOOuHU Ha npusamuicms). llokasamo, wo cyuacHa CcOYIOKYIbMYPHA pearbHiCmb
O0EMOHCIPYE OUXOMOMIIO HANEHCHO20 MA CYW020 ¥ PO38 A3aHHI npobremu Oe3nexu npusamHozo Cmamycy
ocobucmocmi, npasa 10OUHU HA NPUBAMHICMb. Bmpamu npusammnoeo scumms, wo € meHOeHYIEI CYYACHO20
COYIANbHO20 JHCUMMSL, C8I0UaAmb NPo 0edaii CMpIMKiule 3pOCMAlodi PU3UKU GIOUYIICEHHS NPUBAMHOCMI Y
coyianvuii peanvHocmi. AKYEHMYEMbCs, WO CYYACHI MEXHON02Ii MOXNCYMb MOMANbHO HOPYULYSAMU NPAO
JIOOUHU HA NPUBAMHICMb, NPOHUKAMU 6 0COOAUSI Micys U OKpemi acnekmu NPUSAMHO20 JHCUmms ma
s3mintogamu oKyc npusamuocmi. OOIPYHMOBYEMbCA, WO CyYacHi ingopmayitini ma yugposi mexnonoaii,
ambisanenmHo 8NIUBAIOYU HA C80000Y ma be3neKy ocooucmicno2o bymms, paouKkaibHO 38YIHCYIOMb MeHuCi
peanizayii npasa Ha NPpUEAMHICTNG, NPOOAEMAMUIYIOYU MUM CAMUM CIMPYKMYPU CAMOIOEHMUYHOCIT TI0OUHU
ma nopooA*CYIOYU He3axUeHiCmes 0COOUCTNO20 HCUMMS [ HA20LOULYEMbCA HA NEPCREKMUBHOCIT 00CTIONCEHDb
Y YbOMY HANPAMKY.

Knrouosi cnosa: npaso na npusammuicmov, i0eHMUYHICMb, 0CcOOUCMUL RPOCMID, THOPpMAYItHULL npocmip;
Kibepnpocmip.

Introduction

According to the socio-cultural experience of mankind, privacy is ontologically irresistible, it is
"governed" by necessity. Privacy, rooted in the priority of the personal way of being and autonomous
constitution, is a universal human value. Socio-culturally, this is confirmed by the democratisation of
political life, the development of civil society, the establishment of the rule of law, etc. However,
modern social life demonstrates the dichotomy of the "proper and the real" in solving the problem of
security of the private status of an individual and the human right to privacy. The loss of privacy, the
private continuum of personal existence, and the confidential principle, which is a trend in modern
social life, indicate the growing risks of alienation of privacy in social reality.

The social era of "involvement" clearly demonstrates a pronounced asymmetry in the relationship
between the personal and the social, the public and the private, personal and social identities,
autonomy and heteronomy of the individual, personal and social control. Privacy as a phenomenon
of social life is not given a "worthy" place in contemporary social practice. The reduction of personal
status, autonomy, private life, and privacy finds its explanation in the modern society itself, where
social rationality is organised according to the criteria of prediction, standardisation, consistency, and
diligence of action, where the possibility of autonomy, uncontrolledness, and uncodifiedness of any
act is excluded.

Today, the value of personal space and privacy is being devalued. A person is enslaved by virtual
reality, lives with an "identity without personality", an anonymous identity, a "profane" body, "sold
out intimacy", and Internet socialisation, becoming more and more impersonal and public. This
process is accelerated by modern technologies, whose achievements and "products" upset the techno-
humanitarian balance of our time. NBIC technologies, including information technologies
themselves, are a large-scale and effective means of unauthorised interference in private life and its
destruction.

Thus, the problem of ensuring the human right to privacy, given its multidimensionality, complexity,
relativity, conceptual multiplicity, as well as personal and social and practical significance in the
context of modern social reality, is certainly relevant.

Literature review
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The problems of privacy and the human right to it have been addressed by many researchers. The
beginning of the scientific discourse on the right to privacy can be considered the article by two
Boston lawyers, S. Warren and L. Brandeis, "The Right to Privacy" (1890), where this right is
considered as a general category that may include an unforeseenly wide range of powers that is
constantly expanding. The authors argue that inevitable technical progress and development of
technologies will make adjustments to legal regulation in the future. In anticipation of the long-term
relevance of their ideas on privacy, the authors noted that the law should be flexible and able to adapt
to the needs of the present [1].

In the context of this problem, Z. Bauman rightly believes that any social institution seeks to neutralise
the destructive influence of private behaviour, thereby "privatising" morality [2].

E. Giddens reflects on the elimination of the phenomenon of privacy in modern times, believing that
the boundaries of secret and overt in social forms of activity are changing and combining in some
public spheres [3].

Domestic researcher Yulia Volkova believes that the human right to privacy can act as a humanistic
guideline for the development of not only the state as a whole, but also the national security system
that has developed in the state. National security is a means of ensuring the personal rights of citizens,
including the right to privacy [4, c. 117].

O. Pankevych considers the right to privacy to be one of the most important personal rights and
emphasises that in the context of the development of the latest technologies, the right to privacy,
which is based on the issue of obtaining and disseminating information about a person, is subject to
constant threats of violation [5].

R. Prystai focuses on "privacy by design", a concept of building a state of ensuring privacy throughout
the entire life cycle of personal data processing, including technologies, systems, processes, practices
and policies, from their early design stage to implementation, use of data and, ultimately, their
disposal. It argues that ensuring the human right to privacy should be seamlessly integrated into all
levels of data operations, rather than being seen as a compromise or something to be considered after
the product, system, service or process is created [6, c. 553].

Y. Razmetayeva emphasises that information technology is gradually changing people's attitudes to
privacy. At the same time, people are getting used to bringing personal issues into the public sphere
and interpenetration of various spheres of life, giving up privacy for the sake of their own
convenience, the capabilities of communication networks, and unimpeded access to cyberspace,
which ultimately reduces the level of expectations for the preservation and protection of privacy [7].

S. Bulavina and T. Davidova, through clarifying the nature of privacy, highlighting certain problems
of ensuring the right to privacy, conclude that this right, although formed, has not yet been formalised
as a fundamental right. The authors argue that the right to privacy is a right of the third generation
(the generation of global human and civil rights), which is associated with both the information
component and such rights as the right to inviolability, freedom of thought and speech and dignity
[8].

Paying tribute to the scientific achievements of domestic and foreign researchers, it should be noted
that the philosophical reflection on the problem of the right to privacy in the context of informatisation
and digitalisation of society requires clarification and detailing of both individual aspects and the
phenomenon as a whole.

Materials and Methods

The purpose of the article is to examine the phenomenon of privacy and the socio-cultural conditions
for the realisation of the human right to privacy from the philosophical perspective.

The methodology for studying the issue of the human right to privacy in the context of the dynamics
of the information society development involves the consistent application of general scientific,
philosophical and special methods and approaches, which allows achieving the above goal.
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The initial stage of applying the methodology is a comparative analysis of the most illustrative
scientific publications relating to various aspects of the dynamics of the information society,
understanding the essence and characteristics of a modern person and his or her rights in the new
socio-cultural (information) environment, etc. Particular attention was paid to the coverage of
information processes and peculiarities of the use of the latest information technologies in social
reality and in the practice of human rights realization.

The next stage is to study the impact of the main attributes of the information society on the realisation
of the human right to privacy. The application of the systemic and structural-functional approaches
made it possible to investigate the contradictions of such an impact as a consequence of the growing
interaction between humans and complex technical systems. The analytical and synthetic method, as
well as the methods of comparison and analogy, made it possible to compare practical models of the
impact of the latest information technologies on the ways of ensuring human rights in general and the
right to privacy in particular.

At the final stage, when substantiating the directions and prospects for the development of the practice
of ensuring the human right to privacy in the information (digital) society, the methods of all three
levels were comprehensively applied, and as a result, the arguments in favour of the author's
hypothesis were generalised, according to which modern information and digital technologies, having
an ambivalent impact on the freedom and security of personal existence, radically narrow the
boundaries of the right to privacy, thereby problematising the structures of human self-identity and
generating the experience of insecurity of personal life.

Based on the complementarity of various methods, there are grounds to conclude that in the context
of total social control, the impact of modern technologies, the ontological and axiological "fate" of
human existence depends on human reflection on the newest risks of social existence and ensuring
the right to privacy.

Results and Discussion

First used in 1890, the concept of "right to privacy" is such a general category that it can include an
unforeseenly wide range of powers, which is constantly expanding. Modern social reality
demonstrates its ambivalent existence, the gap between public and private, personal and social.
Private life, privacy rooted in the priority of the personal way of being and autonomous constitution,
is a universal human value. However, today the value of personal space and privacy is being devalued.

It is quite obvious that transformations associated with the rapidity of the dynamics of social life, with
the "dizzying" speed of change that outpaces natural abilities and possibilities of their reflection and
internalisation, require not only philosophical and psychological reflection, but also the development
of mechanisms for adaptation to them.

Among those who were among the first to comprehend this situation was the futurist E. Toftler. He
pointed out in this regard that in order to survive, to prevent what we have called the shock of the
future, the individual must become infinitely more adaptable and knowledgeable than ever before.
He must look for entirely new ways to anchor himself, as all old roots - religion, nation, community,
family or profession - are already faltering under the hurricane force of acceleration. Before they can
do so, however, they need to understand how the effects of acceleration are penetrating their private
lives, affecting their behaviour and changing their quality of existence [9].

Polish futurologist S. Lem defines technology as driven by the state of knowledge and social
efficiency means of achieving goals left by society, including those that no one had in mind when
they started out, due to the state of knowledge and social efficiency.

Any technology, in his opinion, essentially just continues the natural, innate desire of all living things
to dominate the environment, or at least not to submit to it in the struggle for existence [10].

The dual meaning and ambivalent social role of modern technologies has been noted by many
researchers. The choice to create or expand technology can be seen as a bifurcation point. Right,
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freedom, or various forms of coercion stand behind the use of technology. Freedom, which is
considered one of the highest values in many cultures, does not always lead to the realisation of rights
and security. Thus, it appears that modernity is facing an alternative of freedom or security.

Modern computer technologies make the world more and more "transparent". Many authors use the
Baudrillardian metaphor of "transparency" to characterise modernity [11]. The example of E.
Snowden serves as a confirmation of the world's "transparency" (openness, accessibility, awareness).
He revealed the "secret" that the United States is spying on more than a billion people in more than
50 countries, including presidents, ministers and heads of major corporations, recording their calls
and location, emails, SMS messages [12].

Technological and socio-cultural transformations of the semantic field of the right to privacy

According to socio-cultural practice, the transition to a "transparent world" means a revision of many
meanings, values, and cultural norms. Therefore, it is possible that in the near future, efforts will be
made to "close" certain parts of virtual reality in one way or another and return to people their
individual information space.

A striking example of living in a "transparent world" was the information that Apple cooperates with
the intelligence services of the world's leading countries and the confirmation that iPhones and iPads
take covert photos and send the data to Apple.

Obviously, one of the main goals of any intelligence agency is to obtain intelligence at any cost.
Therefore, the ability to "log in" to any phone is an intelligence super-task. As is known, government
agencies in many countries allocate a separate budget to their intelligence agencies to "work" with
the cipher keys of leading corporations engaged in the development and production of personal
computers, smartphones, software and digital content. Technologically, when decrypting a cipher
key, you can run special programmes on the device that will search for security vulnerabilities. Then,
it is possible to select keys, try hacking methods, analyse the incoming information, and eventually
adapt the spyware. For an average user of electronic devices, this situation will mean the ability to
"backdoor" an application at any time and gain access to all the data stored in it: passwords,
messages, and personal information.

It is known from various information sources that the "resisting identity" is represented by those who
fight against illegal intrusion, interference of special services in private life, personal space, private
zone. The media has made it known that Apple CEO Tim Cook has spoken out in favour of people's
right to privacy and the preservation of private information, and stressed that no one should accept
that the government, a company or anyone else has the right to our private information. This is a
basic human right. Each of us has the right to privacy. And we should not give up this right. [13].

Cyber threats to the practice of exercising the right to privacy

The cyber threat of owning and using iPhones, iPads and other popular gadgets is that these devices
can take photos, shoot videos and transmit these files to the outside world without their owners
knowing. Apple's mobile devices, as well as smartphones and tablets on competing platforms, have
built-in software that collects and analyses information about the user, his or her movements, with
the possibility of connecting a photo and video camera and reading images, and sends all the
collected information to the manufacturer. In fact, this is a Trojan horse, as its presence is not declared
anywhere, there is no icon or any other indication of its presence on a mobile device.

Another point of contention is the relationship between the legitimate human right to privacy and the
legitimate right of the state to protect its security. As an example, in December 2015, the Dutch blog
misdaadnieuws.com (Crime News) published a document stating that law enforcement agencies in
the Netherlands had found a way to recover deleted messages and read encrypted emails on
BlackBerry devices. It is known that BlackBerry was "famous" for the security of its smartphones
with built-in PKI encryption [14].
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Today, the scale of the cyber threat in the form of phone hacking and access to any information is
many times greater than the threats from murder, torture, and kidnapping; modern terrorism is
extremely active in using information opportunities for its barbaric purposes. For example, in
February-March 2024, France suffered from powerful cyberattacks. More than 33 million people -
slightly less than half of the French population — were affected by a data breach that included
information such as "marital status, date of birth and social security number, name of health insurer
and coverage provided by the policy" [15].

It should be noted that the scale of the cyber threat affects the ontological status of human life. The
point is that virtual and real space are not identical. They are different realities, and the possibilities
in these realities are also different. In virtual space, the boundary between the real and the unreal, the
imaginary, is erased, eliminated. This entails the absence of "clarity of consciousness", the criteria
of the sane, which is a sign of rationality and rational planning of actions. The priority of the virtual
"I" over the real "I" leads to the destruction of the integrity of identity, especially personal identity,
to the suppression of critical reflection, and to the violation of the boundaries of law and personal
freedom [16-18]. The reason for choosing the value of virtual reality is the following. Due to the
intensification of the dynamics of life, there is an instantaneous spatio-temporal reorientation,
switching of codes of perception and behaviour, which becomes a condition for life competence.

According to Z. Bauman, privacy is a less concentrated form of freedom, the right to refuse the
intrusion of other people (as individuals or as agents of some supra-individual authority) into specific
places, at specific moments or during specific activities. With privacy, an individual can "escape
from the public eye", confident that he or she is not being watched, and is therefore able to do
whatever he or she wishes to do without fear of judgement. Privacy is usually partial - intermittent,
limited to special places or certain aspects of life. When it crosses a known boundary, it can turn into
loneliness and thus give a taste of some of the horrors of imaginary "complete" freedom. Privacy
works best as an antidote to social pressures when it is possible to enter and leave it freely; when
privacy truly remains an interlude between periods of social torture and is mainly an interlude for
which the timing is up to the individual [19].

We cite this statement by Z. Bauman about privacy to show that it does not quite "adequately" reflect
the reality: modern technologies can already violate the human right to privacy, penetrate special
places and certain aspects of private life and change the locus of privacy. For example, the key
technology of the 21st century — nanotechnology — transforms the boundaries of privacy at the level
of the human body.

Thus, the use of nanotechnology in the context of transhumanist goals obviously raises the problem
of rethinking the boundaries of law/freedom, internal/external, private/public, secret, and seclusion.
Technological programmes for human enhancement, including military projects, are emerging,
which is essentially a violent interference in a person's internal affairs. A person, even when agreeing
to such interference, is unable to assess the extent of the unforeseen consequences that can lead to
the destruction of not only his or her body, but also the personality (for example, through interference
with the neurophysiological processes of the brain). This is a disguised form of violence and violation
of the human right to privacy, and a problem arises related to the loss of self-identity and blurring of
personal characteristics of a particular person, changes in adaptive behaviour, and the emergence of
a sense of loneliness.

Another striking example of violation of individual rights, including the rights to freedom, autonomy,
and privacy, is the characteristics of health that can be affected by nanotechnology. The functionality
of nanotechnology includes the ability to permanently create databases on national health and the
health of a particular person based on diagnostics, which can be used in the public sphere by
employers or insurance companies. This includes all types of health, from genetic to mental health.
Without protection of personal data on private life, it is quite easy to manipulate a person.

The social modus operandi of "involvement" clearly demonstrates a pronounced asymmetry in the
relationship between the personal and the social, the public and the private, personal and social
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identities, autonomy and heteronomy of the individual, personal and social control. Privacy as a
phenomenon of social life and the right to it are not given a proper place in modern times. Z. Bauman
sees the reason for the reduction of privacy, autonomy, and private life in modernity itself. The
conditions of a technocratic society imply that social rationality is built in accordance with the criteria
of diligent behaviour, its predictability, unification and proceduralism. In view of this, social
rationality will exclude privacy, uncontrollability, uncodified nature of any action or deed, and every
social organisation will seek to neutralise private behaviour. From Bauman's point of view, private
actions are actions that do not meet the criteria of purpose or procedural definitions and are declared
non-social, irrational. "And the way in which an organisation socialises actions includes, as a
necessary consequence, the privatisation of morality" [20].

Giddens discusses the elimination of the phenomenon of privacy in the modern era. Describing
modernity in a phenomenological way as dialectically interrelated structures of experience, he
distinguishes privacy and involvement as the intersection of pragmatic acceptance and activism.
Giddens points out that the boundaries of the secret and the overt are changing, as many forms of
activity that did not previously intersect are now combined in the same public spheres [3].

Agreeing with contemporary world sociologists in the importance of social production of the
reduction of the phenomenon of privacy, we will reveal those ways of self-defence of this
phenomenon, which is crucial for the constitution of human and personal principles, which belong to
the socio-cultural imperatives of personal existence, as well as those modes of self-defence of privacy
and the right to it initiated by the context of social existence.

Recognition of the problematic existence and constitution of privacy in modern life, the need to
protect privacy, private life and personal existence is the best way to overcome this problem. The
method of self-defence is understood as a person's self-changing at his/her existential, subjective and
personal levels of being.

"Care" as a way of self-defence of the individual and his/her right to privacy

One of the ways in which an individual self-defends his or her right to privacy is through caring. It is
a clear expression of the divergence and "convergence" of what is and what is due. The principle of
"self-care", expressed in numerous procedures, practices, and regulations, thereby determines social
practice, offering a basis for interpersonal communications. According to M. Foucault, this principle
has become an icon of activity, a maxim of behaviour, a style and a way of life. In his work "The
Hermeneutics of the Subject”, M. Foucault argues that self-care is a constitutive feature of the subject,
its rationality, responsibility [21].

Caring (care, guardianship) is the founder and a way of self-defence of personal existence. According
to M. Heidegger, care is the structure of human existence in its integrity, the beginning of human
existence "in the world of being". Care is existential, all ways of being are integrated by care. Caring
is the unity of three modes: being in the world, "running ahead" (projecting), and being with the intra-
worldly being. Heidegger believes that care as an initial structural integrity lies existentially a priori
"before" any Dasein, that is, already in any actual "situation" and "behaviour" as such. Therefore, its
phenomenon in no way expresses the priority of "practical" behaviour over theoretical behaviour. Nor
does the attempt to reduce the phenomenon of care in its essentially inseparable integrity to special
acts or impulses like will and desire or aspiration and craving succeed. Caring is ontologically primary
in relation to these phenomena [22].

M. Heidegger saw the true meaning of care in the "inequality of the self"’, existential preoccupation
with the future. Caring is a "concern" for order, care for the other, a function of guardianship, rather,
a "preoccupation" or a certain ontological "imbalance", "unequal to oneself", "being-forward-of-
itself", ontological groundlessness.

According to the French sociologist and philosopher J. Baudrillard, the mystical meaning of care
dominates in the modern consumer society. The principle of "service" applies to the entire
consumption system, so everything appears as a personal service, as pleasure [23]. In today's social
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realities, pleasure and care are realised through the institutions of social redistribution in the form of
social security, numerous benefits, subsidies, insurance, etc. Like everything else, the consumer
society continuously consumes care and all the phenomenal ways of expressing it.

J. Baudrillard reveals a total contradiction in the modern social system of care. On the one hand, this
system of production lives and depends on the laws of material production; on the other hand, the
system of production does not reach the goal of the physical, material world to other (spiritual)
relations. Hence the constant distance, disposition, lack of communication, and impenetrability.

According to Baudrillard, the entire system of care of our time is destructive in its purpose, distorted,
and distorts its purpose. He notes that a fundamental contradiction is felt in all areas of "functional”
human relations, since this new way of living in society, this "radiant" care, this warm "environment"
have nothing to do with anything direct, because they are produced institutionally and industrially. It
would be surprising if the tone of this care did not reveal its social and economic truth. And it is this
distortion that is visible everywhere, the care service is distorted and as if "caught cold" as a result of
aggressiveness, sarcasm, "black" humour, everywhere the services provided, kindness is deftly
combined with deception, parody. And everywhere you can feel the fragility of the general system of
pleasure, which is always on the verge of disorder and collapse, associated with this contradiction
[23].

Describing the consumer society through the prism of sign consumption, Baudrillard rightly
concludes that the sign replaces reality, and "simulacra" turn life into a simulation, into the
manipulation of signs. On the one hand, the sign, the "simulacrum", seems to contribute to the mastery
of reality, and, on the other hand, it destroys the authenticity of reality by replacing it with itself. This
is fully transmitted into care.

Thus, self-care, expressing the socio-cultural level of a person (social subject, personality), the degree
of his/her responsibility to himself/herself and society, the degree of his/her autonomy in decision-
making, appears as a way of self-defence of the individual, his/her right to privacy.

Exercise of the right to privacy by a subject as a guarantee of its security

The right to privacy is connoted as a social purpose, a designation, and is translated into certain social
functions in order to maintain social cooperation. The Universal Declaration of Human Rights
reaffirms the social function of human rights and points to the need for human rights to be protected
by the rule of law in order to ensure that individuals are not forced to resort, as a last resort, to rebellion
against tyranny and oppression. However, the real situation differs in many ways from the legal,
normative model of the right to privacy, as a discrepancy between what is and what is due. Among
the reasons for this discrepancy are such radical shifts in the development of modern civilisation as
post-industrialism, globalisation, and war, which cannot but affect the private sphere, the redefinition
of the boundaries of public and private, and the change in the conceptual vision of the private and the
public.

Among the reasons that lead to the reduction of the phenomenon of privacy is the information
revolution, which has increased the power of the media's manipulative influence on the public
consciousness of citizens, their socio-political behaviour, personal priorities and personal autonomy
in politics. The autonomous choice of political position creates the need for each citizen to be able to
really comprehend the political situation independently, compare and critically analyse events and
develop their own assessment.

Increasingly, the media are reporting on wiretapping of private conversations and other violations of
privacy of individuals. This calls for reflection on the limits of social control in the context of
information security, personal data protection, and a clear definition and further realisation of the
right to privacy.

It is obvious that social control is an instrument of power. The essence of social control is general
surveillance, control over the sphere of "taboos", prohibitions, and the fulfilment of duties. On the
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one hand, through the mechanism of social control, the ethos of social life is formed, norms of
behaviour are sanctioned, and citizens are protected. Social control becomes expansive as social life
becomes more complex. However, overly close, "total" surveillance, invasion of personal space and
privacy (listening to conversations, visual surveillance, collection of huge amounts of personal data
through information technology) have devastating social consequences.

Privacy and secrecy of private life are being devalued. Channels of the information space most clearly
demonstrate the negative consequences of violation of the right to privacy. The study of cyber issues
allows us to identify specific connotations of the phenomenon of privacy [24-26].

The phenomenon of information security can be called a counter to the violation of the right to
privacy, total control over a person. We believe that it fully reflects the risky nature of social reality
with its information component and the high degree of vulnerability of personal existence [27-29].

The concept of information security, which "exposes" the problem of the development of the
information society with its inherent risks, is important to understand in the socio-cultural context.
The security culture is ontologically rooted in the imperative and maxim of "caring for oneself and
others". "Self-care" is a way of personal existence. The absence of the ability and imperative attitude
to care is evidence of a person's "recklessness" and irresponsibility. At the onto-psychological level,
the need for protection and security is determined by the desire for certainty, integrity, reliability, and
organisation.

However, the socio-informational reality clearly demonstrates the tendency of "risk-taking". Risk is
evidence of the existence of objective and subjective uncertainty of existence [30].

Risk is a characteristic of the objective and subjective side of human activity in conditions of
uncertainty, which captures the "ambiguity" of personal and social existence, which does not provide
a practical opportunity for social control and the use of security technologies. Ignoring the objective
and subjective sources of uncertainty is futile. Satisfaction of the fundamental need for security is
associated with a person's desire to avoid risk and regain lost certainty.

Philosophers and psychologists alike have discussed the ontological roots of security and its
evolutionary role for humans. Security is the leading need in Maslow's famous pyramid. It implies
that a person establishes a reasonable order, as well as a desire to live a better life.

The psychological discourse interprets security as a state of inviolability of individual interests from
various threats based on fear of reality. The result of emotional assessments is security from threats.

Sociological and legal discourses understand security as the social context of the subject's existence,
which it influences and controls. This situation is called risk conditions. Social activity is a system of
interactions between subjects with goal-setting activity and the conditions in which they exist. The
goal of the subject is self-realisation and self-reproduction; the goal, understood in the sense of
foreseeing the result, means an opportunity. The embodiment of the possibility in reality is carried
out under certain conditions, in a certain situation by transferring the subject's activity to the object
(subject). The security of activity is ensured by the ability of the subject to control the conditions of
its existence in the process of self-realisation and self-reliance.

The political science discourse today emphasises that the modern information sphere consists of two
components: information and technical and information and psychological. Information security is
defined as the state of security of the information environment, which is achieved through the
implementation of an appropriate set of information security management measures, which can be
represented by policies, methods, procedures, organisational structures and software functions.

Information protection is considered as an activity related to the prevention of information leakage,
as well as the prevention of unauthorised and unintended impacts on it. Information security is the
protection of confidentiality, integrity and availability of information. Preservation of information
resources and protection of legal rights of individuals and society ensures information security of
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social entities (individuals, the state, and society). Information security is a fragment of personal
security [29, 31-32].

As a socio-philosophical concept, security is considered in the context of the paradigm of society as
a system of laws of its functioning and development, in relation to its specific social, political, cultural
and historical realities. In view of this, a comprehensive study of the "individual-society-state"
complex, in particular, the protection of individual freedom and private existence in the information
space, is a key issue in the study of security. Security is a set of the most favourable conditions for
the subject to control his/her own life and values, which allows to ensure the integrity of personal and
social existence. The exercise by a subject of freedom and the right to privacy, as the ability to control
the conditions of his/her own existence, is a guarantee of his/her security.

However, the modern information reality and the latest information technologies can stimulate
violations of individual rights and freedoms, the boundaries of privacy and personal data, which is an
additional threat to the existence of the individual and his or her integrity. The phenomenon of
information security should act as an "antidote" to these threats.

Thus, the concept of "security”", including information security, indicates multidimensionality,
ambiguity, contextual "filling" with social content, openness to interpretations of this concept in
solving social problems, in particular, the problem of privacy as a sphere of private existence and the
right to it.

In the domestic social and legal realities, the ethical and legal problem of personal data protection
clearly demonstrates the fact of invasion of the private sphere and violation of the boundaries of social
control. This problem goes back to the global problem of denial of traditional ethics, moral pluralism
with its "conventions", norms, and prohibitions in the virtual network space. The ethical features of
virtual space are based on the escape from morality, from the accepted forms of personal freedom and
personal responsibility.

According to well-known sociologists, the problem of protecting civil rights and freedoms, including
personal data, became more acute after 11 September 2001, which is associated with the onset of the
era of total state surveillance. This problem is fundamentally rooted in the global problem of social
mobility as a way of organising modern social life, and when almost every movement is accompanied
by tracking and control, and no one can be outside the panopticon, as described in detail by domestic
researchers I. Kovalenko and co-authors [33-34].

Indeed, information technologies provoke extensive and intensive "digitisation" of each individual,
the growing "distribution" of the individual across various databases. "Digital media", "computer-
mediated communications", the Internet with all the sites hosted on it; social networks; virtual reality;
computer games and animation; digital photos and videos; artistic interactive installations; human-
computer interface; digital books, etc. ensure such a division [35, p. 69]. In such a situation, one of
the ways to protect personal privacy is to calculate the risks of maintaining its status and protect
personal data. Information protection, as the adoption of legal, organisational and technical measures,
is aimed at ensuring the protection of information from unauthorised access, destruction,
modification, blocking, copying, provision, dissemination, as well as other unlawful actions in
relation to such information; maintaining the confidentiality of restricted information; and exercising
the right to access information. In accordance with the above restrictions, it can be stated that the
protection of information constituting a state secret is carried out in accordance with, for example,
the legislation of Ukraine on state secrets regardless of the owner of information resources, and for
personal data, the law should only establish the procedure for access to personal data of citizens
(individuals).

In addition, it makes sense to talk about the technological problematisation of information security,
which applies to all levels of control, in particular when protecting confidential information.

Conclusions
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Privacy is a social representation of individual autonomy. It is identified as the ability of a person to
differentiate between internal/external individual and personal life, to distinguish between his/her
own/other's, private and public existence, to respond to unauthorised actions of the public (social)
environment, as well as the ability to behave reflectively to protect the boundaries of personal
existence. The phenomenon of privacy, which exposes the boundaries of personal and social being,
balances between the individual and social aspects of human life. The reflection and experience of
privacy testify to the process of personalisation of the individual, its autonomous constitution, and
the reconciliation of identities.

In the twenty-first century, civilisational fractures, technological and other challenges require a
responsible attitude to the risks of social realities of privacy and the development of adequate ways
to practically implement the human right to privacy. The right to privacy is constitutionally enshrined
in the human being.

Modern information and digital technologies, having an ambivalent impact on the freedom and
security of personal existence, radically narrow the boundaries of the right to privacy, thereby
problematising the structures of human self-identity and generating the experience of insecurity of
personal life.

The social problem of information security and personal data protection demonstrates the violation
of the right to privacy, which in the era of ultra-fast development of the latest technologies is based
on issues related to the acquisition, storage and dissemination of information about a person; to the
extent that other people and public authorities have access to this information, and to the ability of an
individual to maintain his or her anonymity.

In the context of total surveillance and unlimited social control, the impact of modern technologies,
the ontological and axiological "fate" of human existence depends on the social choice of the
individual, his or her reflection on the newest risks of social existence and ensuring the right to
privacy.
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