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Abstract

The Article addresses problematic issues of proportionality of interference and
the balance of public and private interests during covert evidence collection
in criminal proceedings. The relevance of this topic is driven by the fact that,
in the context of contemporary challenges related to security, digitalization,
and globalization, covert investigative (search) actions should be considered
indicators of adherence to the balance of public and private interests during
criminal procedural activities. The aim of the Article is to provide a scholarly
understanding of ensuring proportionality of interference and balance of
public and private interests in criminal proceedings during covert evidence
collection. The following scientific methods were used to achieve this purpose
and accomplish the related objectives: dialectical, formal-legal, formal-logical,
analysis and synthesis, and inductive. The empirical basis of the research
comprises the most relevant and significant positions of the cassation court
concerning covert evidence collection, which are perceived as guidelines and,
consequently, as indicators of trends in the national law enforcement system.
The authors examine the Supreme Court’s positions on specific procedural
issues related to interference with private communication, identifying a
trend toward emphasizing public interest. Analyzing critical decisions of
the cassation court on the appropriate limits of procedural confidentiality
allows the authors to conclude that protecting the confidentiality (secrecy)
of the technical component in covert investigative (search) actions, though
justified for specialized technical means, cannot be considered proportionate
concerning the carriers of obtained results. The procedural analysis of issues
related to crime provocation highlights the cassation court’s practice of using
a comprehensive approach to consider the circumstances of covert operations
and the diligence and fairness of the prosecution’s procedural conduct within
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the adversarial court process, which is actively used to assess the presence
or absence of elements indicating crime provocation. Based on the analyzed
material, the study identifies procedurally significant trends and prospective
directions for further research.

Keywords: proportionality of interference; pre-trial investigation;, covert
investigative actions; crime provocation.
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AHoTanis

Y cmammi posensHymo npobiemHi NUMAHHSL NPONOPUIiHOCMI 8MPYUAHHS
ma 6anaHcy nYONIUHUX | NPUBAMHUX THMepeci8 ni0 uac He2aacHo20 30UPaHHS
00Ka3080{ IHPOPMAUI] Y KPUMIHANLHOMY NPOBAOIKEeHHI. AKmyanbHiCmb memu
3YyMmo8neHa Mmum, U0 8 KOHMeKCmi CYUACHUX SUKAUKI8 3 humaHb besneku,
yugposizayii ma znobanizayii iHOUKAmMoOpom O0ompumaHHs banavcy nybiiu-
HO20 Ui npusamHoz0 iHmepecy nid Uac KPUMIHANIbHOI NpoyecyaibHol OistbHO-
cmi 8apmo 8U3HAMU He2/lacHi caidul (po3uwyrosi) dii. Mema cmammi — HayKoge
OCMUCNIEHHSL OOMPUMAHHS NPONOPUIHOCMI empyuaHHs ma baaaHcy nybaiu-
HUX | NPUBAMHUX [HMepPeCi8 Y KPUMIHANIbHOMY NPOBAOIKEeHHI nid uac Heanac-
HO20 36uUpaHHsL 00Ka30801 iHopmauii. /ns docsieHeHHsl 3a3HaueHol memu ma
BUKOHAHHS 3a80AHb, WO 3 Hel 8UNIUBAOMb, BUKOPUCMOBYBANIUCL MAKL HAY-
K08l Memoou: OlaeKMUUHUL, POPMATbHO-IOPUOUUHULL, (DOPMASLHO-I02ITUHULL,
Memoo0 aHaNi3y i cuHmesy, a marKoK HOYKmugHUil memood. EMnipuuHy ocHO8Y
npogedeH020 00CNIOIKEHHSL CKAANU HAUOLIbUL aKMYalbHL | 8020MI 8 KOHMeKCmi
He2/1acHo20 30upaHHsi 00Ka3080i iHpopmauii no3uyii cydy rKacayitiHoi iHecmar-
Uli, sIKi 8 HAUIOHANBLHIU NPABO3ACMOCO8HII cuCMeMmi CNPUMAOMbCsL SIK OPLEH-
mupu, a siomax — U iHouKxamopu meHoeHyil. JocnioxeHo no3uyii BepxogHozo
Cyody w000 oKpemux NpouecyarbHUX NUMAHbL 8MPYUAHHSL Y npusamHe CninKy-
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B8AHHSL, 8 pe3ybmami 4020 KOHCMAMO8AHO MeHOEHYI0 00 3MIULEeHHS. aKyueHmy
Ha Kopucmbs nybaiuHo20 iHmMepecy. A8mopcbke OCMUCIEHHS KAUO8UX PilleHb
cYyoy KacauiliHoi IHeCmaHyii U000 8USHAUEHHSL HONEIKHUX MEN NPOUECYarlbHOT
npuxogaHocmi 0ill 00380/51€ cCMBepOAKY8aMU, ULO0 OXOPOHA He2niacHocmi (maem-
HOCMi) MEexXHIUHO20 KOMNOHEeHMY HEe2ACHUX Cai0uux (po3uyrKosux) Oiti, 6ydyuu
8UNPABOAHOI0 UL000 CNEUIANbHUX MEXHIUHUX 3aCc0018, He MOJKe 88AIKAMUCSL NPO-
NOPUITIHOI L4000 HOCII8 ompuMaHux pesyaemamis. locnioHuUybKe 36epHeHHSsL 00
NnpouecyanbHo20 0CMUCTECHHSI NUMAHb NPOBOKAULL 3/10UUHY 00380UNO0 8UOKpe-
mumu Yy npakmuyi cyoy KacauyiliHoi itHCmaHyii 3acmocy8aHHsT KOMNAEKCHO20
nioxody 00 8paxyeaHHs obcmasuH NpPogedeHHs HealacHoi onepauyii, a marKosK
aKmueHicms Ui 006poCco8iCHICMb NPOUECYalbHOl NO8EOTHKU CMOPOHU 068UHYEA-
UEeHHsL 8 KOHMeKcmi cyoos8oi 3mazanbHOCMi, SIKI AKMUBHO 8UKOPUCMOBYHOMbCSL
3 Memor OUiHKU HasieHocmi abo 8idcymHocmi 03HAK NPO8OKAUL] BUUHEHHSL 310~
yuHy. Ha ocHO8L onpaybo8aH020 mMamepiany usHaAueHo NPoUeCcyaibHO 3HAUYULL
meHOeHUyil ma nepcneKmusHi HanpPsMKU nNo0aTblUUX HAYKOBUX NOULYKIS.

Knrouoei cnoea: nponopuiliHicme empyuaHHs, nybniuHi ma npusamHi iHme-
pecu; HeznacHe 36UupaHHs 00Ka3i8; NPUBAMHICMb; NPOBOKAUISL.

Introduction

Modern realities bring forth several pressing issues for Ukrainian society,
particularly security, digitalization, and globalization. According to the
State Security Strategy, approved by the Presidential Decree of Ukraine on
February 16, 2022, No. 56/2022, it identifies actual and potential threats to
Ukraine’s national security. It defines the directions and objectives of state
policy in national security. Among the priorities outlined is intensifying
efforts against terrorism and organized crime, counteracting the degradation
of the state apparatus and local governance due to widespread systemic
corruption within state agencies (Para 24, Part III of the Strategy). It is
evident that effective state counteraction to these criminal activities is
impossible without law enforcement agencies’ operational and covert efforts,
which must employ the most advanced digital technologies and leverage
them in a globalized world (including efforts to combat organized cross-
border cybercrime). This highlights a clear and pressing public interest.

In turn, the digital space, having become an integral part of human life,
is characterized by vulnerabilities in law enforcement’s adherence to
fundamental rights and freedoms. Furthermore, given the absence of
"virtual boundaries" between states, the vulnerability of rights and freedoms
can expand beyond sovereign borders, lending the issue an interstate
(universal) significance.

This brings to the forefront the need to maintain a reasonable balance
between public and private interests in criminal procedural activities, a
pressing issue when determining the proportionality of interference with
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fundamental human rights and freedoms during covert evidence collection
in criminal proceedings. Covert investigative (search) actions serve as a
"litmus test" for these aspects of the issue, as they: a) represent some of the
most technically advanced procedural tools for gathering evidence; b) can
simultaneously impact several fundamental human rights and freedoms
(in particular, the right to respect for private and family life, and the right
to confidentiality of communication); and c) due to their latent and secret
nature, carry a significant risk of arbitrariness by law enforcement agencies.

Therefore, covert investigative (search) actions should be recognized as an
indicator of adherence to the balance between public and private interests
in criminal procedural activities.

Scholars who have dedicated their work to the study of covert investigative
(search) actions in the context of maintaining proportionality of interference
and safeguarding fundamental human rights and freedoms include
O. Kaplina, A. Tumanyants, I. Krytska [1-3], O. Panasiuk, L. Grynko,
A. Prokhazka [4], O. Babikov, V. Bozhyk, O. Bugera, S. Kyrenko, M. Viunyk
[S], A. Koval [6]. The legal foundations for restricting human rights and
freedoms during pre-trial investigations have been explored in the research
Art. by I. Hloviuk, V. Zavtur, 1. Zinkovskyy, L. Pavlyk [7]. At the same time,
current issues regarding their adherence in criminal proceedings in the
context of digitalization have been addressed in the works of Y. Razmetaeva,
Y. Barabash, D. Lukianov [8], O. Kaplina, A. Tumanyants, I. Krytska,
O. Verkhoglyad-Gerasymenko [9], Y. Razmetaeva, S. Razmetaev [10].
The legal aspects of incitement to commit a crime have been developed
by M. Zubrytska [11], O. Hura [12], I. Berdnik, S. Tagiev [13]. However,
despite the exploration of critical aspects of the raised issues in scientific
works (adherence to rights and freedoms during covert activities in pre-
trial investigations, ensuring a balance of the rights and liberties in the
context of digitalization, crime provocation), there is currently a lack of
comprehensive work dedicated to understanding the proportionality of
intervention and the balance of rights and freedoms from a synthesizing
perspective, taking into account current law enforcement trends.

Thus, the aim of this work is to provide a scholarly understanding of
the proportionality of interference and the balance of public and private
interests in criminal proceedings during covert evidence collection. To
achieve this goal, the following research objectives need to be addressed:
— find and organize judicial and practical guidelines regarding the
proportionality of intervention and the balance of public and private
interests during the covert collection of evidence;

— during the covert evidence collection, identify key trends regarding
the proportionality of intervention and the balance of public and private
interests.
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Materials and Methods

Without a method, there is neither researcher nor research — this statement
can be perceived as axiomatic for scientific investigation. The author’s
proficiency in utilizing the method reveals the level of their competencies
and skills. In contrast, for the results of scientific work, a properly chosen
method guarantees reliable and well-founded conclusions. Therefore, in
order to ensure a maximally objective assessment of the balance between
public and private interests during covert investigative (search) activities,
there is a need for scientific reflection on such a phenomenon in domestic
state-legal reality, which, on the one hand, accumulates widespread trends
in understanding at the level of law enforcement, and on the other hand,
reflects the implemented legal standards in the field of human rights.

Justitia est fundamentum regni — based on this ancient Roman statement,
it is quite appropriate to recognize the judicial practice of the Supreme
Court as such a phenomenon, which, being the highest court in the judicial
system of Ukraine, ensures the stability and unity of judicial practice in
the manner and way defined by procedural law (Part 1 of Art. 36 of the Law
of Ukraine "On the Judicial System and Status of Judges"). Therefore, the
scientific reflection on the judicial practice of the court of cassation, formed
as a result of assessing the legality of covert evidence collection, should
be the focus of research efforts within this work. At the same time, to
ensure the relevance of the identified trends, it is worth analyzing the court
decisions made after the onset of Russia’s full-scale military aggression
against Ukraine and the introduction of martial law in Ukraine on February
24, 2022, the implementation of which has influenced, among other things,
trends in criminal justice.

The following methods of scientific research will serve as "assistants" in
studying judicial practice:

— the dialectical method, which will allow for a comprehensive
understanding of the positions developed by the cassation court’s judicial
practice regarding covert evidence activities in their entirety and concerning
public and private interests;

— the formal-legal method, which will serve as a means of understanding
the content of categories enshrined in legislation and forming conclusions
regarding appropriate procedural algorithms;

— the formal-logical method, which will enable a critical reflection on the
arguments expressed in domestic judicial practice to find the most well-
founded answers to the questions being studied,;

— the analysis method, which will serve as a practical tool for highlighting
the critical arguments of the positions of the cassation court;
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— the synthesis method, which will help formulate mainstream vectors
implemented regarding human rights standards in covert activities of law
enforcement agencies;

— based on critical arguments of the cassation court’s positions, the
inductive method will facilitate the formulation of trends in maintaining
the proportionality of intervention and a reasonable balance between
public and private interests during covert evidence collection in criminal
proceedings.

The first stage of the work involves identifying the object and subject of
the research, formulating problem questions, and selecting theoretical and
empirical material.

In the second stage of the research, it is planned to process the collected
material using the methods mentioned above to form a comprehensive
understanding of the vectors of proportionality of intervention and ensure
a balance between public and private interests presented in the domestic
law enforcement space.

In the third stage of the scientific work, there is a need to systematize
the processed material to formulate conclusions and outline prospective
directions for further research.

The authors of the work believe that the structure for presenting the
material should be based on two criteria: a) thematic, which will allow for
grouping the positions of the cassation court depending on the essence
of the issues being resolved; b) chronological, which will enable the
organization of positions within each thematic subgroup and track the
dynamics of trend formation.

Results and Discussion
Interference in private communication

An analytical review of the legal positions of the Cassation Criminal Court
within the Supreme Court should begin with a court decision that is
valuable primarily from the perspective of a negative finding: the Cassation
Court recognized the absence of interference in private communication
under conditions where "access to the files was not restricted by their
owner or possessor, and such actions were not related to overcoming any
logical protection systems" [14]. Such an assessment was made by the
court of cassation regarding the admissibility as evidence of information
obtained as a result of the actions of the employees of the "Cybercrime
Countermeasures Department, who monitored the worldwide network
"Internet", during which a file containing signs of pornography was freely
downloaded" [14]. Despite the additional expression by the court of
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cassation of an indisputable argument regarding the assessment of the
admissibility of such actions before the start of the pre-trial investigation,
the primary analytical attention will be focused on the understanding of
the criterion used to establish the presence or absence of interference with
private communication. Such, as follows from the text of the resolution
mentioned above, is the mode of access to information content. If access
to files is not limited to their owner and is not related to overcoming any
logical protection systems, then, according to the logic of the court of
cassation, there is no interference with private communication.

It is worth noting that a similar course of reasoning was already embodied
in the practice of the Criminal Court of Cassation as part of the Supreme
Court. Still, then it was accompanied by a somewhat different technical
emphasis. Thus, in the decision of the Supreme Court dated April 9, 2020
(case No. 727/6578/17), the argument of the defense "that during the
pre-trial investigation, illegal (without a decision of the investigating judge)
access to information from electronic information systems was found to be
groundless of networks, which is designed as a protocol for the examination
of the object — the phone", the motivation of which was indicated as follows:
"As for the information that was available in the person’s mobile phone, it
was examined by turning on the phone and examining the text messages
that were in it and accessing which was not related to the provision by the
owner of the corresponding server (mobile operator) of access to electronic
information systems. In this case, the body of the pre-trial investigation
conducted an inspection of the object — the phone..." [15]. One of the
critical theses that preceded the quoted conclusion was the regulatory
consolidation of the mode of access to electronic information systems
depending on the mode of access to the systems: obtaining information
from electronic information systems or its part, access to which is not
limited to its owner, does not require the permission of the investigating
judge or by the holder or is not related to overcoming the logical protection
system (Part 2 of Art. 264 of the CPC).

It is worth agreeing that by virtue of Part 2 of Art. 264 of the CPC, obtaining
information from electronic information systems cannot be considered as
removal of information from electronic information systems (as one of the
types of interference in private communication — paragraph 4 of Part 4
of Art. 258 of the CPC) or its parts, the access to which is not limited by
its owner, possessor or holder or is not related to overcoming the logical
protection system. It can be assumed that the logic of the legislator was as
follows: a person who does not limit access to digital devices, presuming the
possibility of access to them by other persons (for example, family members
or close relatives, roommates in a dormitory, colleagues at work), knowingly
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and voluntarily waives the privacy of information stored in this manner.
The definition of private communication also confirms the given vector of
reasoning: communication is private if the information is transmitted and
stored under such physical or legal conditions under which the participants
of the communication can count on the protection of information from the
interference of other persons (Part 3 of Art. 258 of the CPC). In addition,
the given logic fits into the concept of "reasonable expectation of privacy”
formed in the precedent practice of the courts of the United States of
America (see the decision of the Supreme Court of the United States in the
cases Katz v. United States [16], Carpenter v. United States [17] and the
European Court of Human Rights (Halford v. United Kingdom, Application
No. 20605/92) [18], Case of Peev v. Bulgaria, Application No. 64209/01
[19], Case of Benedik v. Slovenia, Application No. 62357/ 14 [20] [for more
details, see 21].

However, it should be noted that in the absence of clear criteria for
qualifying the access regime to an electronic information system or its part,
the understanding mentioned above of the provisions of Part 2 of Art. 264
of the CPC may lead to unlawful and disproportionate interference in the
sphere of human rights and freedoms. Moreover, defining the access regime
solely based on the presence or absence of a logical protection system
(such as a graphical key, digital code, password, biometric identification
tools, etc.) can result in a purely formal assessment of the openness of
access to information stored on a digital device, which would not align
with several constitutional and criminal procedural guarantees that will
be discussed further. Therefore, to establish a lawful procedural method
for accessing information stored on a digital device, judicial practice uses
the access regime to its carrier: open access (public placement of the
device or information) excludes the possibility of recognizing it as private
and requiring prior judicial permission for review within the framework
of covert extraction of information from electronic information systems.
However, without the development and implementation of clear criteria to
distinguish between open and restricted access to an electronic information
system and its part, there is a risk of unlawful and disproportionate covert
interference in privacy.

Similar to the position mentioned above, a court decision where the
cassation court established the absence of covert interference in private
communication during the examination of a detainee’s phone holds research
value [see 22]. The discussion concerned the protocol for examining the
seized mobile phone, Samsung J5, from the detainee, on which photos
and videos of the torture of victims were stored. According to the court’s
conclusion of the first instance, there was no significant violation of human
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rights and freedoms (Art. 87 of the CPC) during its examination [23].
The defense’s argument was that "during the examination, there was
interference with their (the convicted person’s — author’s note — I.T., A.S.)
right to privacy in the absence of prior consent from the phone’s owner or
a judge" [22].

Critically evaluating the arguments of the defense side, from which it was
not clear what kind of authorization was in question, the court of cassation
concluded that there was no need to obtain the prior consent of the owner
of the phone or judicial authorization, referring to two fundamental theses:
1) "such a review of information that contained in the phone, obviously
does not constitute tacit interference in private communication, provided
for in § 2 of Chapter 21 of the CPC"; 2) the obligation of the prosecuting
party to obtain court permission in accordance with the procedure defined
by Chapter 15 of the CPC (temporary access to things and documents) is
groundless, because "in this case, the phone had the prosecuting party
after it was seized; therefore the requirement to give oneself access to it
would contradict common sense" [22]. The above-described issue, while not
directly related to conducting covert investigative (search) actions, remains
of research interest within this work due to the problematic questions it
raises: a) whether covert interference in private communication occurs
during the examination of information from a phone; b) whether permission
(from the owner or judicial authorization) is required when it is necessary
to examine the content of information stored on the phone.

Analytical reflection on the conclusions formulated by the cassation
court allows us to assert that their application, without regard to the
circumstances of the case, carries the risk of legitimizing arbitrary
interference by law enforcement authorities in a person’s private life.
It is reasonable to agree that examining photos and videos stored on a
smartphone, conducted without concealment from its owner, in form does
not constitute a covert investigative (search) action. One of the essential
features of such actions is indeed missing: their covert nature, secrecy,
and concealment from the individuals to whom they pertain. Thus, these
procedural actions genuinely lack secrecy. However, does this automatically
mean that the absence of covertness legitimizes such interference with
rights and freedoms without permission from the owner or a judge?

In the authors’ opinion, the answer to this question is negative for the
following reasons. Firstly, modern mobile phones (smartphones) store
various types of information, from private correspondence to personal
information. Thus, it can be argued that digital devices should be recognized
as a ‘concentration point’ for several fundamental human rights and
freedoms: for example, the right to secrecy of correspondence, telephone
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conversations, telegraph, and other communications (the right to privacy
of communication) (Art. 31 of the Constitution of Ukraine), and the right
to respect for personal and family life (the right to privacy) (Art. 32 of the
Constitution of Ukraine). Therefore, a generalized conclusion about the
lawfulness or unlawfulness of examining the content of a mobile phone
(smartphone) detached from the nature of the information being reviewed,
in the authors’ view, does not align with the essence of specific human
rights guarantees, which are interfered with in this manner. It is not the
storage medium (mobile phone, smartphone, tablet, portable computer,
etc.). Still, the nature of the information being examined that is decisive
in determining whether permission is required for examination and, if
so, what kind. Otherwise, uncontrolled restrictions on several human
rights and freedoms are legitimized, for which, in the absence of a digital
"concentration point", prior permission (from the owner or an investigating
judge, or court) would unquestionably be required’.

The following should be noted regarding the guarantees accompanying
the collection of private information. In criminal proceedings, everyone
is guaranteed protection against interference with private (personal and
family) life (Part 1, Art. 15 of the CPC). Additionally, no one may collect,
store, use, or disseminate information about a person’s private life without
their consent, except in cases provided by this Code (Part 2, Art. 15 of
the CPC. Access to private information, in the absence of covert means
of obtaining it, is accompanied by the following procedural safeguards:
(a) personal correspondence and other personal records (Para 6, Part 1,
Art. 162 of the CPC), as well as a person’s data (Para 8, Part 1, Art. 162
of the CPC), are classified as legally protected secrets contained in items
and documents; (b) obtaining a court or investigating judge’s authorization
for temporary access to such items and documents is accompanied by
a particular burden of proof (Part 6, Art. 163 of the CPC): additionally,
the possibility of using the information contained in these items and
documents as evidence must be demonstrated, as well as the impossibility
of proving the circumstances in question by other means. Given the open
(public) nature of obtaining information from a phone, the guarantees
above serve as effective safeguards against disproportionate or unwarranted
interference with a person’s privacy and, therefore, should accompany any
procedural action aimed at obtaining personal information.

! It is worth noting that covert extraction of information from electronic information systems
or their parts, access to which is not restricted by the owner, possessor, or holder or is not
associated with overcoming logical security systems, as previously mentioned, does not
require prior judicial authorization due to the direct provision of procedural law (Part 2 of
Art. 264 of the CPC).
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The argument of the cassation court that "the requirement to grant oneself
(the prosecution — the author’s note — I.T., A.S.) access to it would contradict
common sense", while logical in the context of the provisional nature of
temporary access to items and documents, fails to consider its judicial
oversight component: the granting of an order for temporary access to items
and documents by an investigating judge is the result of their assessment
of the proportionality of the interference with rights and freedoms, which
inevitably accompanies access to items and documents containing
personal information. Therefore, the primary purpose of the authorization
for temporary access to items and documents in this situation is not to
facilitate access but to ensure control over its legality and proportionality,
which is impossible without such authorization. However, it is reasonable
to agree with an exception to this rule, which implicitly follows from the
cassation court’s argument: voluntary consent from the holder of the
item or document, if the requested information pertains to their private
life, enables access without prior judicial oversight. This is because the
individual, as the bearer of the right to privacy, is free to exercise it in favor
of the public interest, represented in this case by the prosecution.

In the framework of protecting information of a private nature, it is essential
to distinguish procedural access to the results of private communication,
which, in addition to the right to respect for personal and family life
(Art. 32 of the Constitution of Ukraine), is also protected by the right to
confidentiality of correspondence, telephone conversations, telegraph, and
other communications (Art. 31 of the Constitution of Ukraine). According to
constitutional guarantees, exceptions can only be established by a court in
cases provided by law to prevent a crime or ascertain the truth in a criminal
investigation if the information cannot be obtained by other means (Part 1
of Art. 31 of the Basic Law). This exception enshrined in the Constitution
of Ukraine is also implemented procedurally in criminal procedural law.
In criminal proceedings, everyone is guaranteed the confidentiality of
correspondence, telephone conversations, telegraph, and other forms of
communication (Part 1 of Art. 14 of the CPC). In turn, interference with the
confidentiality of communication is possible only based on a court decision
in cases provided by this Code to detect and prevent a serious or especially
serious crime, establish its circumstances, and identify the perpetrator
if this goal cannot be achieved by other means (Part 2 of Art. 14 of the
CPC). Thus, the legal basis for interfering with private communication
(both as an exchange of information through messengers and its results
in the form of correspondence, message threads, etc.) is a court decision.
Its proportionality is determined by considering the gravity of the offense
committed, the purposes pursued (detection and prevention of a serious
or especially serious crime, establishing its circumstances, and identifying
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the offender), and the condition (if the goal cannot be achieved by other
means).

At the institution of covert evidence collection level, the aforementioned
constitutional guarantee has found its implementation in the requirement
to obtain prior (Articles 260-264 of the CPC) or, in exceptional cases,
subsequent judicial authorization for such interference (Art. 250 of the
CPC). However, the law provides an appropriate algorithm if interference
with private communication accompanies another investigative (search)
action that is not covert and, thus, is not listed in Articles 260-264 of the
CPC. In such cases, the prosecutor or investigator, with the prosecutor’s
approval, is required to file a motion with the investigating judge for
authorization to interfere with private communication under the procedures
outlined in Articles 246, 248, and 249 of this Code, if any investigative
(search) action will include such interference. From the above, it follows
that the legislator does not provide exceptions to the general rule that
interference with private communication requires judicial authorization,
regardless of whether access to the relevant information is obtained openly
or covertly.

Thus, the material presented above allows us to assert that: (a) maintaining
the proportionality of interference and the balance between public and
private interests is of particular importance in the context of both overt
and covert information retrieval from digital devices (mobile phones,
smartphones, tablets, laptops, etc.); (b) procedural methods for obtaining
information from these devices should be accompanied by guarantees of
respect for rights and freedoms (the right to respect for private and family
life, the right to communication secrecy), with the specific set of guarantees
determined based on the nature of the information obtained, as well as
the access regime defined by the owner, holder, or custodian (including,
but not limited to, the presence or absence of logical protection systems);
(c) in the absence of the voluntary consent of the bearer of the relevant
rights and freedoms, interference with these rights should be preceded by a
judicial assessment of the proportionality and legality of such interference,
which equates these procedural actions with covert interference in private
communication in terms of the level of protection of rights and freedoms;
(d) the above-analyzed positions of the court of cassation reflect a tendency
to shift procedural emphasis in favor of public interests at the expense
of private ones, which should be compensated by the development of
procedural algorithms at the enforcement level aimed at implementing
the established guarantees of human rights and freedoms, as well as an
impartial assessment of the appropriate access regime to the electronic
information system and its components.
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Procedural concealment of actions

According to the traditional understanding of the admissibility of evidence,
the critical criteria that influence its definition are proper procedural source,
proper subject, and proper procedural order. Within the latter, particular
attention is paid to the completeness and correctness of reflecting the data
in one of the legally prescribed forms for recording criminal proceedings.

Thus, according to Part 2 of Art. 104 of the CPC, if a procedural action
is recorded during a pre-trial investigation using technical means, this
must be indicated in the protocol. Additionally, the introductory part of
the protocol must include, among other things, the characteristics of
the technical recording devices and information carriers used during the
procedural action, as well as the conditions and procedures for their use
(8 1 of Part 3 of Art. 104 of the CPC). According to Part 1 of Art. 252 of the
CPC, recording the course and results of covert investigative (search) actions
must comply with the general rules for recording criminal proceedings as
provided by this Code.

Considering that the overwhelming majority of covert investigative (search)
actions are conducted exclusively using technical recording means, the
question arises regarding how the requirement to reflect the technical
component of covert activities in the protocol should be fulfilled. The
problem with this issue is based on the fact that information about the
fact or methods of conducting a covert investigative (search) action (Art.
4.12.3 of Part II of the Compendium of Information Constituting State
Secrets, approved by order of the Central Directorate of the Security
Service of Ukraine on December 23, 2020, No. 383 (hereinafter referred
to as the Compendium), as well as information on specific indicators
about the external appearance, tactical and technical characteristics of
special technical means that reveal the organization, methodology, and
tactics of their covert application in solving operational and investigative
tasks (Art. 4.4.15 of Part II of the Compendium), constitute state secrets.
Therefore, their complete recording in procedural documents may lead
to disclosure. Consequently, the question arises as to how a reasonable
balance should be ensured between maintaining state secrets (public
interest) and allowing private participants in criminal proceedings to verify
the proper order and accuracy of the recording made (private interest).

Its own vision of a reasonable balance of interests on this issue was
expressed by the court of cassation in the resolution dated November
16, 2023 (case No. 629/4665/15-k), where, concerning the systematic
interpretation of Articles 4.5.1, 4.5.6 of the covert investigative (search)
actions formulated the following conclusion: "It does not contradict the
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provisions of the CPC not to specify information about the name of special
equipment and the procedure for its use during the covert investigative
(search) actions, taking into account that such information is intended for
obtaining information secretly, is a state secret and concerns not only of
this criminal proceeding, their disclosure without proper and substantiated
grounds threatens national interests and security, the concepts and
signs of which are defined in the Law of Ukraine On National Security of
Ukraine" [24]. It is worth noting the consistency of the Court of Cassation
in implementing the above conclusion into judicial practice: the Court
of Cassation reached a similar conclusion in the resolution of January
26, 2022 (case No. 677/450/18), adopted even before the introduction of
martial law on the territory of Ukraine. Thus, the court of cassation stated:
"The name and serial number of the special equipment, its characteristics,
and information carriers intended for obtaining information secretly are
not specified in the protocol drawn up as a result of the secret investigative
(search) action (audio, video monitoring of a person) on the admissibility
as evidence of the technical record recording the conduct of this covert
investigative (search) action, as well as the specified protocol" [25].

Therefore, as follows from the above, the balance of public and private
interests in the issue of the completeness of the display of the "technical
component" of covert investigative (search) actions is shifted in favor of
keeping secret the data that characterize the relevant special technical
means. However, it should be noted that the above does not cover
information carriers on which the results of secret investigative (search)
actions are stored and which are attached to the relevant protocols. In the
opposite case, there are no guarantees that the data carrier attached to
the protocol of an undercover investigative (search) action is exactly the
one that was created after it was carried out and was not subjected to
any operations other than writing the corresponding files to it. It is in this
way that it is possible to ensure the confirmation of the proper procedural
source of the data contained in it (the document is an appendix to the
protocol), as well as the observance of the procedure for recording an
undisclosed investigative (search) action. Therefore, hiding the technical
features of the used equipment, which constitute a state secret (public
interest), must be accompanied by a proper recording of the characteristics
of the medium on which the files are copied and which is added to the
protocol in order to prevent any unauthorized operations with it in the
future (private interest).

Provocation of a crime

One of the vivid examples of how, on the one hand, it is difficult and, on
the other hand, how important it is to observe the proportionality of the
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intervention and a reasonable balance of public and private interests is the
prohibition during the monitoring of the commission of a crime to provoke a
person to commit it. Thus, according to Part 3 of Art. 271 of the CPC, during
the preparation and implementation of measures to control the commission
of a crime, it is prohibited to provoke (incite) a person to commit this crime
to further expose it, helping a person to commit a crime that he would not
have committed if the investigator did not contribute to this, or for the
same purpose to influence her behavior with violence, threats, blackmail.
In addition, the legislator defined quite radical consequences that should
follow the provocative behavior of law enforcement agencies: things and
documents obtained in this way cannot be used in criminal proceedings. It
is obvious that there are permanent procedural battles between the parties
to the process around the presence or absence of signs of provocation, the
judicial decision of which outlines the "red lines" for the law enforcement
system. It is worth going further to consider the trends in the practice of
the court of cassation in terms of assessing signs of provocation while using
the chronological criterion outlined at the beginning of the work to organize
the conclusions.

A kind of "checklist" of circumstances that must be checked by the court in
the framework of establishing the presence or absence of provocation was
once again given in the decision of the Criminal Court of Cassation as part
of the Supreme Court dated October 19, 2022 (case No. 728/1614/17): "In
order to establish the fact of provocation of a crime, it is decisive to find
out the following questions: were the actions of law enforcement agencies
active, did they encourage a person to commit a crime, for example,
initiative in contacts with a person, repeated offers, despite the person’s
initial refusal, persistent reminders; whether the crime would have been
committed without the intervention of law enforcement agencies; whether
the law enforcement agencies had objective data that the person was
involved in criminal activity and the probability of his committing a crime
was significant" [26]. The research value within the mentioned decision
is, firstly, the adaptation of the "checklist" to the specifics of committing
the crime provided for in Art. 368 of the Criminal Code: "... it is necessary
to check who initiated the meetings, whether there were facts of refusal
by the accused to receive an illegal benefit, whether there were persistent
actions on the part of the witness, or whether the crime would have been
committed without the intervention of law enforcement officers" [26],
secondly, ascertaining the distribution of the burden of proof in relation
to the given circumstances: "...in the context of the prescriptions of Art.
92 of the CPC, if the defense claims clearly not groundless arguments
about the presence of provocation, the prosecution must prove that there
was no incitement" [26]. Placing on the prosecution the burden of proving

ISSN 2225-6555. Theory and Practice of Jurisprudence. 2024. Issue 2(26) 175



Cxpunnuk A. B, Timko 1. A. [Iponopyitinicms émpyyaHHs ma 6aiauc ny6aiYHux i npueamuux iHmepecie...

the absence of signs of provocation, if the defense reasonably claims
their presence, reflects the vector of "equalization of forces" of the parties
introduced by the Court of Cassation in proving one of the key issues within
the framework of covert crime detection activities.

In the context of the law enforcement interpretation of certain signs of
provocation, the following positions of the Court of Cassation are worthy
of attention:

a) a negative statement that "the gap in time between the entry of
information into the Unified Register of Pretrial Investigations and the
direct receipt of an unlawful benefit cannot by itself indicate that it is a
provocation of a crime since the pretrial investigation body cannot clearly
predict the specific date of the commission of the crime", because its task
is "only the recording of such illegal activity, which sometimes takes place
for a long period of time due to the specifics of the crime committed" [27];
b) emphasizing the need to carefully check the activity of a law enforcement
agent during operational procurement: "In order to establish the presence
or absence of provocation of a crime, it is important to examine the
information by the court based on the results of such an undercover
investigative (search) action, such as the removal of information from
transport telecommunication networks, the materials of which were not
disclosed to the defense, were not attached to the court case materials
and, accordingly, were not examined by the court. During a new trial in the
court of appeals, it is necessary to investigate, in particular, the testimony
of a person who was involved by law enforcement agencies in cooperation,
according to which it was he who called the accused regarding the
purchase of a narcotic drug and a powerful medicinal product, statements
of the accused about repeated calls to a stranger’s mobile phone with an
offer to sell her a narcotic drug, the content of the conversations, which
were recorded as a result of the removal of information from transport
telecommunications networks, which was carried out before the operational
purchase" [28].

Thus, from the positions outlined above, it is unequivocally evident that the
careful and comprehensive verification of the activities of law enforcement
agencies or their agents during the control of criminal offenses is crucial,
as is establishing sufficient grounds to consider the individual subject to
such covert investigative (search) actions involved in illegal activities. On the
one hand, such verification contributes to the realization of the defense’s
right to a fair trial (the right to be heard and to receive judicial responses to
the arguments presented), which undoubtedly supports private interests.
On the other hand, it disciplines the prosecution, which must provide clear
answers to key questions regarding the prohibition of provocation even
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before conducting a covert operation, thereby serving the public interest in
the proper functioning of the law enforcement system.

A particularly illustrative example in the context of seeking a reasonable
balance between public and private interests when assessing the presence
or absence of signs of crime provocation is the compensatory mechanism
mentioned in the ruling of the Cassation Criminal Court within the Supreme
Court on November 21, 2023 (case No. 991/722/21) [see 29]. Thus, while
evaluating the arguments presented by the defense regarding the claim that
the prosecution’s "correspondence was not limited to this fragment and
contained information that, when combined with other circumstances of the
case, proved incitement to conversations concerning the receipt of a bribe
from the convicted individual”, the court reached the following conclusions:
a) "The prosecution, by failing to document complete information about this
correspondence, also did not ensure the preservation of this information
in any other way, for example, by seizing the phone and securing it from
access by third parties. ... Thus, through its actions, the prosecution
created and/or contributed to the creation of circumstances under which
the exchange of messages between the convicted individual and another
person became completely inaccessible to the defense" [29];

b) "The court previously noted that in cases where it is impossible to
question a witness, courts must provide the party with adequate
opportunities that could compensate for the disadvantageous position in
which it finds itself due to such complications. The court believes that this
principle should also be applied, mutatis mutandis, to other situations
where a party is restricted in utilizing opportunities to clarify important
circumstances of the case due to various reasons. The consequences of the
actions of a party that has made it impossible or significantly complicated
the examination of important evidence by the court should be interpreted
in favor of the opposing party so as not to encourage the party to use such
tactics (see, for example, Part 5 of Art. 97 of the CPC)" [29].

Thus, the creation of artificial barriers by the prosecution that restrict
the defense’s access to the full extent of materials that may indicate
provocation of a crime is qualified by the court as improper conduct,
which can be presumed to constitute reasonable doubt regarding the
person’s guilt, interpreted in favor of the defense (Part 3 of Art. 62 of the
Constitution of Ukraine). This compensatory approach aims to "balance"
the power dynamics between the prosecution and the defense in adversarial
judicial proceedings, countering the "monopoly" on covert activities by
law enforcement agencies that exists at the pre-trial stage of the process.
Therefore, such a direction in applying and interpreting procedural law
provisions in establishing the presence or absence of signs of crime
provocation should be welcomed.
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Conclusions

The conducted research on the proportionality of intervention and the
balance of public and private interests during the covert collection of
evidential information in criminal proceedings allows for the identification
of the following law enforcement trends:

1) adhering to the proportionality of intervention and balancing public and
private interests is particularly challenging during procedural operations
involving digital data carriers, which serve as ‘concentration points’ for
several fundamental human rights and freedoms. Effective safeguards
against abuse must accompany any interference in these rights. Law
enforcement practice demonstrates a tendency to shift the emphasis in
favor of the public interest, which, considering the risk of uncontrolled and
arbitrary intrusion into privacy, is difficult to justify;

2) the protection of the confidentiality (secrecy) of the technical component
of covert investigative (search) actions, which is not fully reflected in the
relevant protocols contrary to several procedural law requirements, is
justified concerning special technical means but cannot be considered
proportional regarding the carriers of the obtained results. Judicial
practice, while recognizing the possibility of not reflecting such data in the
protocol, does not demonstrate an adequate level of requirements for the
documentation of its appendices;

3) the assessment of the presence or absence of signs of crime provocation,
as practiced by the court of cassation, reflects a comprehensive approach
to considering the circumstances of conducting a covert operation, as well
as the activity and good faith of the prosecution’s procedural conduct in
the context of judicial adversariality.

Promising directions for further scientific research may include: a) the
development and scientific justification of appropriate procedural
algorithms for both overt and covert collection of evidential information
from digital devices, which would ensure the proportionality of intervention
and a reasonable balance between public and private interests; b) the
formulation of amendments to legislation concerning the establishment of
limits on reflecting the technical component of covert investigative (search)
actions; c) the formation and scientific-practical provision of compensatory
mechanisms that follow covert activities (proper documentation and
recording of covert investigative (search) actions, ensuring the accessibility
of all materials for verifying the presence or absence of crime provocation).

References

[1] Kaplina, O.V., Tumanyants, A.R., & Krytska [.O. (2022). Standards for Ensuring the
Legality of Covert Activities in Criminal Proceedings through the Prism of European
Court of Human Rights. Law Enforcement Review, 6(2), 189-203. https://doi.
org/10.52468/2542-1514.2022.6(2).

178 ISSN 2225-6555. Teopis i npakmuka npasoznascmea. 2024. Bun. 2(26)



Skrypnyk, A.V,, & Titko, L.A. Proportionality of Intervention and the Balance of Public and Private Interests...

(2]

(3]

(4]

(3]

(6]

(7]

(8]

9

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

Kaplina, O.V., Tumanyants, A.R., & Krytska, [.O. (2023). Standards for Ensuring the
Legality of Covert Activities in Criminal Proceedings through the Prism of European
Court of Human Rights. Revista Juridica Portucalense, 34, 217-236. https://doi.
org/10.34625/issn.2183-2705(34)2023.ic-11.

Tumanyants, A.R., & Krytska, 1.O. (2021). Standards for Ensuring the Legality of
Undercover Activities in Criminal Proceedings through the Lens of the Legal Positions
of the European Court of Human Rights. Problems of Legality, 152, 111-123. https://
doi.org/10.21564/2414-990X.152.226139.

Panasiuk, O., & Grynko, A. et al. (2019). The Right to Private Communication using
Telecommunication Means: National and International Legal Aspects of Protection. In
7th International Interdisciplinary Scientific Conference SOCIETY. HEALTH. WELFARE
(October 10-12, 2018): SHS Web of Conferences. Riga: Latvia, 68 01021, 9.

Babikov, O., & Bozhyk, V. et al. (2024). Balancing Interests: Criminal Proceedings &
Private Life Interference Under Martial Law in Ukraine. German Law Journal, 25, 553-
577. https://doi.org/110.1017/glj.2024.12.

Koval, A.A. (2019). Ensuring Human Rights During Covert Investigative (Search) Actions.
Mykolaiv: Petro Mohyla Black Sea National University Publishing.

Hloviuk, I., & Zavtur, V. et al. (2024). Substantiating the Legality of Human Rights
Restrictions in Ukraine in Pre-Trial Investigation. Social & Legal Studios, 7(2), 130-
139. https://doi.org/10.32518 /sals2.2024.130.

Razmetaeva, Yu., & Barabash ,Yu. et al. (2022). The Concept of Human Rights in
the Digital Era: Changes and Consequences for Judicial Practice. Access to Justice in
Eastern Europe, 5(3), 41-56. https://doi.org/10.33327 /AJEE-18-5.3-a000327.
Kaplina, O., & Tumanyants, A. et al. (2023). Application of Artificial Intelligence Sys-
tems in Criminal Procedure: Key Areas, Basic Legal Principles and Problems of Cor-
relation with Fundamental Human Rights. Access to Justice in Eastern Europe, 3(20),
147-166. https://doi.org/10.33327 /AJEE-18-6.3-a000314.

Razmetaeva, Yu., & Razmetaev, S. (2021). Justice in the Digital Age: Technological
Solutions, Hidden Threats and Enticing Opportunities. Access to Justice in Eastern
Europe, 2(10), 104-117. https://doi.org/10.33327 /AJEE-18-4.2-a000061.
Zubrytska, M.V. (2020). Provocation of a Crime in the Legal Positions of the European
Court of Human Rights and in the National Judicial System. Almanac of Law, 11, 334-
339. Retrieved from http://jnas.nbuv.gov.ua/article/UJRN-0001139071.

Hura, O.P. (2023). Provocation of a Crime in Cases of Illegal Use of Humanitarian
Aid (Art. 201-2 of the Criminal Code): Fiction or Reality? Public Law, 2(50), 75-84.
https://doi.org/10.32782/2306-9082/2023-50-8.

Berdnik, I.V., & Tahiiev, S.R. (2024). Provocation of a Crime: an Analysis of the
Practice of the European Court of Human Rights and the Supreme Court. Analy-
tical and Comparative Jurisprudence, 2, 649-654. https://doi.org/10.24144 /2788-
6018.2024.02.108.

Resolution of the Criminal Court of Cassation as part of the Supreme Court (May 9,
2023) in the case No. 554/5867/18. Retrieved from https://reyestr.court.gov.ua/
Review/110807769.

Resolution of the Criminal Court of Cassation as part of the Supreme Court (April 9,
2020) in the case No. 727/6578/17. Retrieved from https://reyestr.court.gov.ua/
Review/88749345.

Decision of the U.S. Supreme Court in the case of Katz v. United States. (1967). 389
U.S.347. Retrieved from https://supreme.justia.com/cases/federal/us/389/347/.
Decision of the U.S. Supreme Courtin the case of Carpenter v. United States. (2018). 138
S.Ct.2206. Retrieved from https://www.supremecourt.gov/opinions/17pdf/16-402_
h315.pdf.

ISSN 2225-6555. Theory and Practice of Jurisprudence. 2024. Issue 2(26) 179



Cxpunnuk A. B, Timko 1. A. [Iponopyitinicms émpyyaHHs ma 6aiauc ny6aiYHux i npueamuux iHmepecie...

[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

[28]

[29]

Judgement of European Court Human Rights (June 25, 1997) in the case of Halford v.
The United Kingdom (Application No. 20605/92). Retrieved from https://hudoc.echr.
coe.int/tur?i=001-58039.

Judgement of European Court Human Rights (July 26, 2007) in the case of Peev
v. Bulgaria (Application No. 64209/01). Retrieved from https://hudoc.echr.coe.int/
eng?i=001-81914.

Judgement of European Court Human Rights (April 24, 2018) in the case of Benedik
v. Slovenia (Application No. 62357/14). Retrieved from https://hudoc.echr.coe.int/
rus?i=001-182455.

Zavtur, V. (2024). The Doctrine of "Reasonable Expectation of Privacy": Genesis, Con-
tent and Issues of Implementation in the Field of Criminal Proceedings. Legal Bulletin,
1, 102-112. https://doi.org/10.32782 /yuv.v1.2024.9.

Resolution of the Criminal Court of Cassation as Part of the Supreme Court (April 9,
2024) in the case No. 369/4929/19. Retrieved from https://reyestr.court.gov.ua/
Review/118465118#.

Verdict of Kyiv-Svyatoshinskyi District Court of Kyiv Region (August 2, 2022) in the case
No. 369/4929/19. Retrieved from https://reyestr.court.gov.ua/Review/105534658.
Resolution of the Criminal Court of Cassation as part of the Supreme Court (Novem-
ber 16, 2023) in the case No. 629/4665/15-k. Retrieved from https://reyestr.court.
gov.ua/Review/115061801.

Resolution of the Criminal Court of Cassation as part of the Supreme Court (Janu-
ary 26, 2022) in the case No. 677/450/18. Retrieved from https://reyestr.court.gov.
ua/Review/102941414.

Resolution of the Criminal Court of Cassation as part of the Supreme Court (Octo-
ber 19, 2022) in the case No. 728/1614/17. Retrieved from https://reyestr.court.gov.
ua/Review/106940482.

Resolution of the Criminal Court of Cassation as part of the Supreme Court (Febru-
ary 2, 2023) in the case No. 712/5194/20. Retrieved from https://reyestr.court.gov.
ua/Review/108930806.

Resolution of the Criminal Court of Cassation as part of the Supreme Court (May 17,
2023) in the case No. 607/20877/19. Retrieved from https://reyestr.court.gov.ua/
Review/111036691.

Resolution of the Criminal Court of Cassation as part of the Supreme Court (Novem-
ber 21, 2023) in the case No. 991/722/21. Retrieved from https://reyestr.court.gov.
ua/Review/115409309.

Andrii V. Skrypnyk

Ph.D. in Law

Associate Professor of the Department of Criminal Law and Criminal Law Disciplines
Poltava Law Institute of Yaroslav Mudryi National Law University

36000, S Vitaliia Hrytsaienka Avenue, Poltava, Ukraine

e-mail: antey.pl@gmail.com

ORCID 0000-0003-4979-2152

Ivan A. Titko

Doctor of Legal Sciences, Professor

Head of the Department of Criminal Law and Criminal Law Disciplines
Poltava Law Institute of Yaroslav Mudryi National Law University
36000, 5 Vitaliia Hrytsaienka Avenue, Poltava, Ukraine

e-mail: titko.iv@gmail.com

ORCID 0000-0003-4126-6967

180

ISSN 2225-6555. Teopis i npakmuka npasosHascmea. 2024. Bun. 2(26)



Skrypnyk, A.V,, & Titko, L.A. Proportionality of Intervention and the Balance of Public and Private Interests...

AHnpapiit BoronumMupoBHY CKPHIHHK

noKTop pinocodpii B raaysi mpasa

acHUCTeHT Kadeapyu KPUMIHAABHOTO IIpaBa Ta KPUMiHAABHO-IIPABOBUX AHUCITUIIAIH
[ToATaBCHKUH IOPUAUIHUHN IHCTUTYT

HarionaabHOr0o IOPUANYHOTO YHiBepcUTeTy iMeHi dpocaaBa Mymaporo

36000, mmpoctr. Bitaaia I'puniaeuka, 5, [ToaTaBa, Ykpaina

e-mail: antey.pl@gmail.com

ORCID 0000-0003-4979-2152

IBan AHzpilioBuu TiTKO

JOKTOP IOPUAUYHUX HaAYK, IIpodecop

3aBinyBad Kadenpu KPpUMiHAABHOTO IIpaBa Ta KPUMiHAABHO-IIPABOBUX AVCITUIIAIH
[ToATaBCHKUH IOPUAUIHUHN IHCTUTYT

HarionaabHOr0 IOPUANYHOTO YHiBepcUTeTy iMeHi dpocaaBa Mymaporo

36000, mmpoctr. Bitaaia I'puniaeuka, 5, [ToaTaBa, Ykpaina

e-mail: titko.ivi@gmail.com

ORCID 0000-0003-4126-6967

Suggested Citation: Skrypnyk, A.V., & Titko, I.A. (2024). Proportionality of Inter-
vention and the Balance of Public and Private Interests in Covert Evidence Collec-
tion in Criminal Proceedings. Theory and Practice of Jurisprudence, 2(26), 161-181.
https://doi.org/10.21564/2225-6555.2024.2(26).313485.

Submitted: 16.10.2024
Revised: 22.11.2024
Approved: 19.12.2024
Published online: 31.12.2024

ISSN 2225-6555. Theory and Practice of Jurisprudence. 2024. Issue 2(26) 181



